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Introduction

This document has been created to support the developing needs of WirelessHART® end users adopting
self-organizing mesh networks within the process industry. It is intended to show how WirelessHART
devices can be included in capital projects of any size.

This document recognizes that WirelessHART products are available from the HART Communication
Foundation and many of its members, and thus is written in a ‘generic’ fashion which does not incorporate
any ‘value added’ features available from any specific vendor.

This document assumes the reader is proficient with HART instrumentation, therefore the focus of this
content will be on the unique aspects of deploying WirelessHart systems. Unless stated otherwise, the
reader should assume the project steps are the same for HART and WirelessHART instrumentation.

This document is intended to serve as the basis for advanced discussions on the implementation of
WirelessHART systems.

The WirelessHART System Engineering Guide is intended to show how WirelessHART devices can be
included in capital projects of any size.

Authors

A special thanks to the contributors and reviewers of this guide:

Contributor Company

Daniel Carlson (Editor) Emerson Process Management
Moazzam Shamsi Emerson Process Management
Ted Schnaare Emerson Process Management
Dan Daugherty Emerson Process Management
Jeff Potter Emerson Process Management
Mark Nixon Emerson Process Management
Reviewers

Contributor Company

Jeremy Fearn Emerson Process Management
Jeff Jacobson Emerson Process Management
Lara Kauchak Emerson Process Management
Rob Train Emerson Process Management
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Disclaimer

This document is informative only and is provided on an “as is” basis only. The document may be subject to
future revisions without notice. The authors and contributors will not be responsible for any loss or damage
arising out of or resulting from a defect, error or omission in this document or from any users use or
reliance on this document.
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1. SCOPE

This document includes considerations for WirelessHART devices through the capital project cycle as well as
during the subsequent lifecycle of the WirelessHART device.

Differences are highlighted between HART and WirelessHART specifications and WirelessHART device types
that are unique to the WirelessHART standard (IEC 62591).

This document does not attempt to detail minor differences between HART and WirelessHART devices; nor
features specific to a vendor; nor provides exhaustive studies of integration with various host systems.

2. DEFINITIONS

WirelessHART is a global IEC-approved standard (62591) that specifies an interoperable self-organizing
mesh technology in which field devices form wireless networks that dynamically mitigate obstacles in the
process environment. This architecture creates a cost-effective automation alternative that does not
require wiring and other supporting infrastructure. WirelessHART field networks (WFN) communicate data
back to host systems with reliability demonstrated in the field in excess of 99% and are capable of both
control and monitoring applications.

The similarities between WirelessHART and HART allow wireless devices to leverage the training of existing
process organizations, minimizing change and extending the benefits of automation to end users who
previously could not justify the costs associated with typical wired capital projects. This opportunity and
long-term benefit justifies the addition of new end users including maintenance, safety, environmental, and
reliability, in the FEED (Front-End Engineering and Design) of new projects. Additionally, by removing many
of the physical constraints of wiring and power (as well as reduced weight), wireless networks provide new
flexibility in project execution.

Ancillary device Any device that does not contain a measuring sensor or
output to the process for actuation.

Gateway Enables communication between wireless field devices and
host applications connected to an Ethernet, Serial, or other
existing plant communications network; management of the
wireless field network; and management of network security.
Conceptually, the gateway is the wireless version of
marshaling panels and junction boxes. The gateway
functionality may also exist in native WirelessHart 1/0O cards
with field radios

Host System Any system accepting data produced by the WirelessHART
Field Network (WFN). This could be a DCS, PLC, RTU, Data,
Historian, asset management software, etc.

Join Key A 128 bit security key used to authenticate wireless field
devices when joining the network, including encryption of the

Revision 1.0, Release Date: 5 May, 2013 Page 8 of 71
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Network ID

Update Rate

Wireless Adapter

Wireless Field Devices

Wireless Field Network

Wireless Repeater

join request.

A common Join Key may be used among all devices on a given
network, or each device may have a unique join key.

(Note: When displayed in hexadecimal format via a browser
or handheld, this results in a 32 character hexadecimal field).

An integer between 0 and 36863 that distinguishes one
WirelessHart network from another. Each gateway at a
facility or location should be programmed with a unique
Network ID. All authenticated wireless field devices with the
same Network ID will communicate on the same network and
gateway.

The user specified interval at which a wireless field device will
detect a measurement and transmit the measurement to the
gateway (i.e. sample rate). The update rate has the largest
impact on battery life due to the powering of the device
sensor.

Update rate is independent of radio transmissions required
for mesh peer-to-peer communication, “hopping” via multiple
devices to transmit a measurement back to the gateway, and
downstream communications from the host system to the
wireless field device.

Enables an existing 4-20 mA, HART-enabled field device to
become wireless. Adapters allow the existing 4-20 mA signal
to operate simultaneously with the digital wireless signal.

Field device enabled with a WirelessHART radio and software
or an existing installed HART-enabled field device with an
attached WirelessHART adapter.

A self-organized network of wireless field devices that
automatically mitigate physical and RF obstacles in the
process environment to provide necessary bandwidth for
communicating process and device information in a secure
and reliable way.

Any wireless field device used to strengthen a wireless field
network (by adding additional communication paths) or
expand the total area covered by a given mesh network.

Revision 1.0, Release Date: 5 May, 2013
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3. SYMBOLS/ABBREVIATIONS

CSspP Control Systems Security Program
DCS Distributed Control System

DD Device Descriptor

DSSS Direct-Sequence Spread Spectrum
FAT Factory Acceptance Test

FEED Front End Engineering and Design
HMI Human Machine Interface

LOS Line of Sight

NFPA National Fire Protection Association
PFD Process Flow Diagram

P&ID Piping and Instrument Design

PLC Programmable Logic Controller
RF Radio Frequency

RSSI Received Signal Strength Indicator
SIT Site Integration Test

SPI Serial Peripheral Interface

SPL Smart Plant Layout

TSMP Time Synchronized Mesh Protocol
TSSI Temporal Single-System Interpretation
UDF User Define Fields

WFN WirelessHART Field Network

Revision 1.0, Release Date: 5 May, 2013
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4, PROJECT CONCEPTS
XMTR-MV uses an INI file (installed in the WINNT/WINDOWS folder). The file contains important
information that establishes the identity of the XMTR-MV device.

4.1 Pre-FEED

During the Pre-FEED phase, consideration must be given to available technologies and an assessment made
as to the applicability to the specific project and application. It is during this Pre-FEED phase that
WirelessHART should be considered as a candidate technology, along with other protocols including HART,
Foundation Fieldbus, and Profibus.

During the Pre-FEED phase, spectrum approvals for the end-user and any intermediary locations should be
verified. Refer to Appendix D Wireless Spectrum Governance for more details.

An integrated approach should be used for incorporating wireless into a project. Wireless should be merged
with the established procedures for a wired project. The key consideration is to use the right field device
technology for the right application and expand consideration for possibly new end user communities
during the FEED process.

Right Technology for Right Application

WirelessHART is designed for both control and monitoring applications. Most current use cases emphasize
monitoring applications due to conservative adoption of technology to meets the needs of a conservative
industry. The use of wireless control applications is continuing to evolve with the introduction of discrete
output devices for performing simple control functions. The table below provides a high level summary for
selection of the right protocol when factoring in loop criticality; cost to engineer and implement; and
location of field devices relative main process areas and host systems.

Safety Control In-Plant Remote
Systems Monitoring Monitoring

Wired HART

FOUNDATION Fieldbus

WirelessHART

Based on technical and/or cost considerations:
Most appropriate solution

|:| Appropriate in some cases

[] Least effective

Figure 1. Selecting the Right Protocol
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Technology Evaluation
The project should establish design rules to define which measurement and control points are
WirelessHART appropriate in order to enable consistent and efficient engineering for subsequent project

phases.

The technical authority will make a decision to use wireless based on the following high level criteria:

Economic Assessment

Potential applications

Potential operational savings

Potential benefit of new measurements providing additional process insight

Benefits of adding measurement not previously considered feasible for inclusion in the automation
system due to economics or practicality — example: monitored safety showers

Benefits of flexibility in project execution — example: ease of moving or adding I/O points during
construction to cost effectively manage onsite changes

The economics of installing field wiring has primarily limited the benefits of automation to process control
and safety applications with additional points added over the life of the plant to resolve critical problems.
Since WirelessHART does not require wires for communication or power, the financial hurdle rate that
determines if a point is automated or not is redefined.

Special consideration should be given to understand the automation needs of new process plants to ensure
they meet stricter safety, environmental, reliability and performance criteria. Below are a few examples:

e Many new plants are designed to operate with fewer personnel. Upgrading simple gauges to
wireless field devices can automate the manual collection of data from the field in order to
increase worker productivity and reduce exposure to hazardous environments.

e Many existing facilities have been modified in order to meet emerging environmental
regulation. Real time monitoring of volatile organic compound release (VOC) from pressure
safety valves and the conductivity and temperature of effluent waters can ensure
environmental compliance.

e Remote monitoring of safety showers and gas detectors during construction and operation can
provide new levels of safety response.

e New environmental regulation often requires redundant monitoring systems on assets like
tanks that were not required in the past. WirelessHART can provide a cost effective, reliable
secondary communication method and monitoring method.

e Monitoring of steam traps and heat exchangers can provide real time information for
minimizing plant energy consumption.
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Cost effective field information accessible via WirelessHART field devices enables non-traditional end users
of automation to be considered in the FEED and Design Phases. A designer should be aware of initiatives for
safety, environmental protection, energy consumption, and reliability in addition to the traditional
considerations for process automation. WirelessHART provides a unified infrastructure for extending the
benefits of automation to multiple plant initiatives without the need for multiple forms of I/O
infrastructure.

4.2 FEED

Key deliverables exist for wireless in the FEED, for example: cost estimating, design guidelines, and
specifications.

Cost Estimation

Vendors of WirelessHART field devices may have cost calculators and capital project studies that can be
referenced and compared to support the cost justification of wireless into a project or an all wireless
project. For a large capital project, wireless can reduce capital costs by switching wired monitoring points to
wireless.

Design Engineers should assess and incorporate the following factors in their project cost estimating
calculation model:

e Reduced engineering costs (including drawing and documentation, and Factory Acceptance Test
(FAT))

e Reduced labor (field installation, commissioning, supervision)

e Reduced materials (terminations, junction boxes, wiring, cable trays/conduit/trunking, power
supplies, and control system components)

e Reduced cost of change order management (including adding, removing, and moving field
devices)

e Reduced project execution time (including commissioning of wireless field device
simultaneously with construction)

e |/O capacity management (each WirelessHart gateway essentially provides spare 1/O capacity)

Design Guidelines for WirelessHART

During the FEED process, all project stakeholders should be made aware of the capability and benefits of
WirelessHART so that design engineers can identify potential candidate applications. The project should
develop a wireless design and circulate to all project stakeholders.

For example, the process design engineer can use a set of criteria such as the simplified table in Figure 2 to
identify candidate wireless applications.

Revision 1.0, Release Date: 5 May, 2013 Page 13 of 71



HART Communication Foundation Document Number: HCF_LIT-161
Document Title: IEC 62591 WirelessHART® System Engineering Guide

Safety Control In-Plant Remote
Systems Monitoring Monitoring

WirelessHART

Based on technical and/or cost considerations:
Most appropriate solution

] Appropriate in some cases

[_] Least effective

Figure 2. Example Criteria

Ideally, Candidate WirelessHART applications are identified during the early process design phase during
FEED. This could be during Process Flow Diagram (PFD) and Piping and Instrument Design (P&ID) Diagram
development. However, if an early decision is not taken this should not preclude the use of the technology
later in the project.

The basis for design should be shared amongst all stakeholders so that other technical design authorities
can identify potential wireless applications and benefit from the installed wireless infrastructure.
Furthermore, this process ensures consistent implementation across all design authorities and allows for an
efficient decision process to use wireless.

Points to consider when setting guidelines:

e Determine which categories of points are eligible to be wireless: safety, control, monitoring,
and local indication.

e Determine if new users are eligible for automation: process efficiency, maintenance, reliability,
asset protection, health/safety/environmental, and energy management.

e Determine percent spares required and necessary spare capacity.

e Factor in distance considerations between gateways and wireless field devices. Distance
considerations are elaborated on in Section 7, Designing.

Specifications

Specifications for WirelessHART field devices are mostly the same as wired HART devices. See Appendix B
WirelessHART vs. Wired Hart Comparison for key differences. HART instrumentation specifications are the
foundation for WirelessHART specifications. The fundamental differences with regards to the ISA-20
specifications are output signal, power supply, update rate, protection type/enclosure. Specifications not
included in this short list are either included with the IEC 62591 WirelessHART standard, small deviations
from HART that require optional attention for the specification process, or are unique to a field device
vendor.

Revision 1.0, Release Date: 5 May, 2013 Page 14 of 71



HART Communication Foundation Document Number: HCF_LIT-161
Document Title: IEC 62591 WirelessHART® System Engineering Guide

Figure 3 is a comparison of fundamental differences in the specifications?:

Specification Field Typical HART Specification | Typical WirelessHART Specification
Output Signal 4-20 mA HART IEC 62591 WirelessHART

Power Supply 24V DC Loop Powered Intrinsically Safe Battery2

Update rate 1 second 1 second to 60 minutes

Protection Type/Enclosure Explosion Proof Intrinsically Safe?

Figure 3. Key Differences Between Wired and WirelessHART

IEC 62591 WirelessHART is an international standard for wireless process devices. The standard includes
advanced provisions for security, protocol, and other features and therefore specification of such attributes
covered in the standard are not necessary.

Appendix A provides example specifications for a WirelessHART gateway and wireless adapter that can be
generically specified as transceivers/receivers.

4.3 Detailed Engineering

During the detailed engineering phase of a project, the engineer must account for WirelessHART devices per
the guidelines established in the FEED, add wireless specific fields to the project database, and conduct
wireless field network design procedures to ensure best practices are implemented.

Sort the Points

Using the wireless guidelines established in the FEED, the design engineer should do a sort of all points in
the project database to identify which are eligible to be wireless. For example, if monitoring is deemed to
be an eligible category, these points should be sorted from the control and other points. Afterwards, further
requirements of the field devices can be applied. For example, some control and monitoring points may be
excluded from wireless eligibility because the required update rate exceeds either the desired life of the
battery or the capability of the field device.

Typical safety and control update rates may require 1 second or faster. There is a trade-off for wireless
devices between update rate and battery life; the faster the update rate, the lower the battery life will be.
The current recommendation is that an application should have a time constant satisfied by an update rate
that supports a battery life of multiple years for reduced maintenance. However, faster update rates can be
considered if the wireless device will be powered externally, an energy harvesting device, or if battery
maintenance is not a concern for that application. Additionally, it is recommended that the update rate of
the measurement be three times faster the process time constant. As an example, a typical update rate for
measuring temperature changes with a sensor inside a thermowell can be 16 seconds or longer given how
much time is required for heat to penetrate the thermowell.

Database Field for Wireless Network Assignment
Each wireless field device must be assigned to a specific gateway that manages a specific wireless field

1 values in table are typical and representative.

2 The trend with wireless field device vendors has been to provide intrinsically safe protection. This difference is noted
in the best interest of the reader to support due diligence.
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network. There must be a corresponding field that indicates the association of the field devices to the
gateway. Without this information, the wireless field device will not be able to receive the proper security
information to join the intended wireless field network nor the proper integration into the host system
from the gateway.

Each gateway will manage its own wireless field network and can have an assigned HART Tag like any HART
device. Each wireless field network in a plant must have a unique Network ID to prevent devices from
attempting to join the wrong network. In order to ensure the desired security level is achieved, a decision
must be made whether to use a common join key for all devices in a given field network, or unique join keys
for each field device. The combination of these two parameters provides identification and authentication
down to the field device. Below are examples of a gateway HART TAG, Network ID and Common Device Join
Key.

Parameter Parameter Options Example Technical Details
Gateway HART TAG Field UNIT_A_UA 100 32 characters —any in I1SO
Latin-1 (ISO 8859-1)
character set.

Network ID Integer 10145 Integer between 0 and
36863

Figure 4. Definitions of Network Parameters When Using a Common Join Key

The Join Key is the most important parameter for implementing security. A user can know the Gateway
HART TAG and the Network ID for the network the gateway manages, but without a Join Key, a wireless
field device cannot join the network. The design engineer should be sensitive to the security policies of the
design firm and the security policies of the future owner/operator and, as a minimum, treat the Join Key
with the same sensitivities as a password for a server to a DCS or database. For this reason, storing the join
key as a field in a design database is not prudent.

Fields should be added to the project database to indicate that a field device is wireless and its association
with a gateway using the gateway HART TAG or other labeling convention. Parameters required to be
managed confidentially should be controlled in a secure means in alignment with established security
policies. Staff members with IT security or process security responsibilities are well suited to provide
consultation into the handling of sensitive information.

Finally, the design engineer should be aware of available WirelessHART devices. Many come with multiple
inputs that can satisfy the total number of points in a project with fewer devices. For example, several
vendors have a multiplexed WirelessHART temperature device that reduces costs.

Network Design
Once wireless candidate devices have been identified in the instrument database the field network design
can begin.

Ideally wireless points should be organized by process unit and by subsection of process unit as typically
depicted in a master drawing. This information can be used to determine the number of gateways required.
Additional gateways can be added to ensure spare 1/0 capacity per guidelines or other project
requirements. From here, the gateways should be logically distributed throughout the process unit like
marshaling panels. Wireless field devices should then be assigned according to which gateway is closest or
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by which gateway is assigned to the process unit subsection in which the field devices reside. Once this is
complete, network design best practices should be checked to ensure the network will be reliable. This will
be covered in detail in the WirelessHART Field Network Design Guidelines.

Drawings should be created per existing standards. In most instances, a wireless field device is treated
identically to a wired HART device. Most drawings do not indicate wires or the type of communication
protocol, thus nothing unique needs to be done for wireless field devices. The section on Ancillary Device
Requirements provides examples unique to WirelessHART such as gateways and wireless adapters.
Fundamentally, it will be up to the design engineer to adhere to or provide a consistent convention that
meets the needs of the contractor and the owner operator as is true for wired HART projects.

Existing HMI (human-machine interface) design guidelines for integration also apply to wireless with no
change required since data points connected from the gateway into the host system are managed like any
other source of data.

Factory Acceptance Test

Factory Acceptance Tests require establishing a connection between the Gateway and the Host Systems.
WirelessHART gateways typically have standard output communication protocols that directly connect to
any host system. The design team should keep a library of these integration options for reference.

Installation

In general, WirelessHART device are installed exactly like wired HART devices. Emphasis should always be
placed on making the best possible process connection for accurate measurement. The self-organizing mesh
technology in WirelessHART enables wireless field devices to self-route through the process environment
and reroute when the environment changes. Always consult the instruction manual of the WirelessHART
device for specific considerations. This is covered in detail in WirelessHart Field Network Design Guidelines.

WirelessHART adapters are typically installed on an existing HART enabled device or somewhere along its 4-
20 mA loop. Always consult the manual of the WirelessHART adapter for specific considerations.

WirelessHART gateways are typically placed 6 feet (2 meters) above the process infrastructure (typically
above cable trays) and located in the process unit where the maximum number of direct connections with
wireless field devices can be achieved. Gateways may have an integrated or remote antenna for installation
flexibility.

WirelessHART repeaters are typically mounted 6 feet (2 meters) above the process infrastructure and
should be located in areas of the wireless network that need additional connectivity.

It is recommended to install the gateway first in order to allow host system integration and wireless field
device installation and commissioning to commence in parallel. Wireless field devices can be commissioned
as soon as process connections are in place and a device is joined to a network. Once the wireless device is
activated with proper configuration, update rate, and security provisions for Network ID and Join Key, it will
form a network that compensates for the current condition of the process unit and will adapt as the unit is
built. The project manager can have wireless device installation occur in parallel with construction to
maximize project time buffers or pull in the project completion date.

Commissioning
WirelessHART gateways segment the commissioning process. Since gateways connect the wireless field
devices to the host system, WirelessHART devices can be commissioned to the gateway to ensure proper
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connectivity independently of verifying integration into the host system. A wireless loop check can confirm
connectivity from the wireless field device through the gateway to the host system. Interaction with the
process and the WirelessHART device can confirm the device is operational.

5. DOCUMENT REQUIREMENTS
5.1 Drawings

Every project will require the establishment of local standards for implementing consistent documentation.

See Documenting in Intergraph SPI 2009 for a complete treatment of documentation.

5.2 ISA Documentation
The American National Standard document ANSI/ISA-5.1-2009: Instrumentation Symbols and Identification,
approved on September 2009, provides basic guidelines for wireless instrumentation and signals.

Key points:

There is no difference in the symbol between a HART, FF, and a WirelessHART device. An instrument is an
instrument.

The line style for indicating a wireless signal is a zig zag and not a dash.

Below is an image from the ISA-5.1 document showing some comparative examples. Please reference ISA-
5.1 for complete details.

B.93 Shared display, shared control instrumentation:
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Figure 5. ISA 5.1 Wireless Drawing

The implementation of WirelessHART requires far fewer components, making drawings simpler.

3ISA-5.1
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5.3 Control Narrative
Define in the FEED phase and ensure this is implemented with design guidelines.

5.4 Instrument Index/Database
See Documenting in Integraph SPI1 2009 for recommendations for additional fields not typically included in
wired HART specifications.

5.5 Instrument Data Sheets
Use standard data sheets created for wired HART devices. Update the following fields to reflect
WirelessHART:

Specification Field Typical Value

Update rate 1,2,4,8, 16, 32, 64+

Power Supply Intrinsically safe, field replaceable battery
Communication Type IEC 62591 WirelessHART

Figure 6. WirelessHart Specifications For Instrument Data Sheets

No special ISA or other specification sheets are required as the same sheets can be used to specify HART,
FOUNDATION Fieldbus, or WirelessHART. See Appendix A for a specification sheet example for a
WirelessHART gateway.

5.6 Material Requisitions

Given the need for security and RF emissions, vendors must acquire approvals for importation to the
country of end-use for compliance with local spectrum regulation and encryption regulation. The vendor
can verify whether importation compliance exists for any given country.

The batteries are commonly made using a high energy compound using Lithium Thionyl Chloride. The
Material Safety Data Sheet or equivalent should always be available as well as awareness of any shipping
restriction; notably most countries do not allow the transportation of lithium batteries on passenger
aircraft.

5.7 Manufacturer Documentation
Every WirelessHART device should have the proper documentation, including manual, as would be expected
with a wired HART device.

5.8 Project Management

Subcontractor Scope Management

Wireless enables simplified subcontractor scope management. Packages can be easily tested and
commissioned separately, requiring only minimal integration and testing to occur. Additionally the
subcontractors will also benefit from fewer components and engineering. Tender contracts should be
amended to recognize reduced complexity and eliminated work.
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Project Scheduling
1. Review schedules to recognize:

e Limited infrastructure installation and hence reduced material and installation scope
e Remove some electrical and instrumentation checkout processes

2. Amend contracts to reflect simplified installation handover processes
3. Simplify installation schedule management

4. Reduce material coordination management and simplified construction schedule
e Eliminated scheduling and expediting associated with marshaling cabinets

5. Schedule should reflect eliminated activities and simplified FAT, SAT and SIT (site integration test)
on areas where wireless has been extensively deployed

Responsibility and Skills Matrix
Amend Roles and Responsibility matrix to reflect reduced/eliminated responsibilities

Ensure engagement of all project stakeholders/sub-contractor so that wireless can be applied efficiently to
improve schedule and material costs

Managing Project Variations

For project change orders and other late design changes, wireless should be considered as the primary
solution unless other design considerations exist. Using wireless will result in the fewest changes to the
documentation, 1/0 layout and other detailed design as well as faster commissioning since you can move
wireless devices without having to also re-engineer the wiring.

6. FIELD DEVICE REQUIREMENTS
6.1 Support for WirelessHART Functionality

All WirelessHART devices support methods to allow remote access to device configuration, backwards
compatibility with existing field communicators, full implementation of WirelessHART security provisions,
and WirelessHART interoperability.

6.2 Device Diagnostics

HART Diagnostics

WirelessHART devices contain similar or a subset all of the diagnostics of wired HART devices. Expect
configurable alarms and alerts for both the process, the device, and the battery. Diagnostics information
should be available through HART commands as well as accessible through Device Descriptions (DD) either
locally through a field communicator or remotely using asset management software.
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Wireless Field Device Network Diagnostics
Every WirelessHART field device should have diagnostics that indicate if a device is connected to a network
or not.

Wireless Field Device Power Diagnostics

Wireless field devices may have one of three power options: battery, energy harvesting (including solar), or
line power. Batteries will have a life determined by the update rate of the wireless field device, network
routing for other wireless field devices, and efficiencies of the sensor and electronics. Typically, the primary
consumer of power is the process sensor and electronics in the wireless field device. Using the
WirelessHART radio or acting as a repeater for other WirelessHART field devices requires minimal power.
Wireless field devices report their battery voltage and have integrated low voltage alarms such that the user
can either schedule maintenance or take a corrective action.

Gateway Network Diagnostics

Gateway network diagnostics should indicate whether field devices are connected and functioning properly,
and if devices are missing from the network. In order to be connected properly, proper bandwidth must be
allocated based on the update rate of the device. A device connected but with service denied may indicate
a device has an update rate that is too fast for the network capability or the network conditions. With
gateways capable of holding 100 devices or more, clear indication of device availability is crucial.

Additionally, gateways should be able to detect, regardless of host system integration, the connectedness
of a wireless field device. This information should be continually updated and indicate if a device is not
connected for network or device reasons. Simple device states should be made available for integration into
the host system regardless of output protocol from the gateway to indicate online/offline status.

6.3 Field Device Power
Wireless field devices may have one of three power options: battery, energy harvesting (including solar), or
line power and there may be several options with in each category.

Batteries

The most common will be the use of a battery for low power field devices due to ease of deployment. Most
vendors will use battery cells incorporating Lithium Thionyl Chloride chemistry since it has the highest
energy density, longest shelf life, and widest working temperatures that are commercially viable. Although
typical cells look like battery cells for consumer electronics, precautions should be taken to ensure batteries
are safely transported and introduced into the process environment. Refer to vendor documentation for
safe handling practices.

Below are requirements for batteries:

e Batteries cells should be assembled by a manufacturer into a battery module to ensure safe
handling and transportation.

e Battery module should prevent a depleted cell being introduced in circuit with a charged cell,
which can cause unintended electrical currents and heat.

e Battery module should provide ease of replacement. Battery replacement should take minimal
time and training.
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e Battery module should be intrinsically safe and not require removal of the wireless field device
for replacement.

e Battery module should prevent intended and unintended short-circuiting that could lead to heat
or spark.

e Battery module should be designed for the process environment with mechanical properties
that provide drop protection and operation over normal process temperatures expected for
devices.

e Battery modules should come with necessary Material Safety Data Sheets (or equivalent) and
warnings and be disposable per local governmental regulation.

e Battery module should not be capable of connecting to consumer electronics or non-designed
applications to prevent a high-capacity supply from being connected to incompatible electrical
systems.

e Battery modules should be applicable to several WirelessHART field devices to maximize
inventory management efficiencies in the local warehouse for spare parts.

The design engineers of the wireless field network and end users should use update rates that maximize the
life of the battery module and minimize maintenance.

Energy Harvesting

Vendors may provide energy harvesting options as alternatives to batteries that may include solar, thermal,
vibration, and wind solutions. Current energy conversion techniques for thermal and vibration are relatively
inefficient. In many cases, energy harvesting solutions also utilize rechargeable batteries to maintain
constant back-up power supply. Today’s rechargeable batteries have a life expectancy of only several years
during which they can maintain a full charge and are often sensitive to temperature change for supplying
power and recharging

Below are requirements for energy harvesters:
e Energy harvesting device should have a designed connection to the wireless field device.

e Energy harvesting device should have means for providing multiple days of back-up power in
the event the energy source is discontinued for several days.

e Energy harvesting device should be mounted such that it is not negatively impacted by changes
in the season, process conditions, and according the vendor recommendations.

e Energy device should be intrinsically safe and installation should follow local practices for low
voltage wiring.

e Energy harvester should have the means for the user to know the state of the device via the
wireless field device.

e The lifetime and maintenance of rechargeable batteries should be understood and incorporated
into a maintenance routine.
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Wired Power

A wired power option for wireless field devices is an emerging option from vendors since the cost of local
power can be less than the cost of a control signal wire with power or a power module. Some WirelessHART
Adapters may harvest power off of the 4-20 mA loop to wired HART device. Some applications with high
power sensors may need to be wireless to meet a communications specification, but require more power
than a battery or energy harvester can provide.

Below are the requirements for a wired power option:

e  WirelessHART adapters harvesting power from the 4-20 mA signal of the wired device should
not affect the 4-20 mA signal during normal operation or failure mode.

e Low voltage powered wireless devices (<30 VDC) should be capable of operating over a range of
voltages — example: 8-28V using standard low voltage wiring practices.

e Wired powered option may require the use of Intrinsically Safe barriers between the DC voltage
source and the wireless field device.
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6.4 Field Device Security
Security is a new consideration for wireless field devices that is driven by an increased focus on the
protection of critical infrastructure by governments and other security authorities.

Below are the requirements for wireless field device security:

e Wireless devices should be compliant with all WirelessHART security provisions including
correct usage of Network ID and Join Key.

e The user or unintended user should not be able to physically or digitally read the Join Key from
the wireless device. The Join Key(s) should be treated as confidential and subject to the
requirements of any local security policy.

e The wireless device should be receptive to security changes initiated by the gateway, including
Network ID, Join Key, and the network, session, and broadcast keys that validate packets sent
through the network and prevent tampering and eavesdropping.

e The gateway and any management program connected to the WirelessHART network through
the gateway should protect all security parameters according to a local security policy.

e Wireless field devices should not have a TCP/IP add