Advanced Power and
Water Cybersecurity

Suite Services

Realize the Full Potential of Your Power and Water Cybersecurity Suite

The Power and Water Cybersecurity Suite (PWCS) is a powerful suite of hardware appliances and
virtualized functions that enhance system security, while assisting and supporting compliance
obligations. The PWCS components scan for vulnerabilities, manage patches, prevent malware, defend
against viruses, log/stores security incidents and events, detect network based intrusion and backup and
recover your OvationTM systems.

Often, the PWCS is not used to its fullest extent due to limited manpower, required technical expertise,
or lack of training. In many cases, these challenges prevent system owners from realizing the full
potential of the PWCS for assisting with system security and compliance.

Emerson’s security solutions group can provide advanced PWCS services for customers who need
assistance with realizing the full potential and effectiveness of their cybersecurity equipment.

Advanced PWCS services are performed onsite by Emerson’s security solutions engineers, who possess
a unique blend of control system experience, an understanding of networking complexities and
cybersecurity expertise.

Advanced PWCS services include the following deliverables:

¢ Ninety-point checkup to ensure optimal configuration for your environment
¢ Update of PWCS with the latest available content

e Enduser hands-on-training and review of each PWCS component

¢ Recommendations of PWCS customizations to enhace utilization

In addition to the above deliverables, this service can be customized to include the following options:
¢ Patch deployments

¢ Update and deployment of antivirus definitions

e Review of logs for events and anomalies

e Perform and archive system backups

¢ Vulnerability scans

Advanced PWCS services provide the resources and expertise to ensure that your Power and Water
Cybersecurity Suite is current with the latest content and optimal configuration. Regularly scheduled
visits by Emerson’s security solutions specialists are recommended to assist in keeping content up-to
date, to provide expert training to end users and to continually identify potential enhancements for how
the PWCS is used in your plant. This service ensures the optimum use of the PWCS to automate repetitive
and time consuming tasks, maintain a strong security posture and assist with compliance.
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Emerson Automation Solutions
Power & Water

200 Beta Drive

Pittsburgh, PA 15238

USA

Phone: 1-412-963-4000

Fax: 1-412-963-4447
www.Emerson.com/Ovation
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