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Strategic Approach to Automated Leak, 
Rupture Detection

emaining vigilant is the best 
approach when mitigating oil and 
gas pipeline leaks and ruptures, par-
ticularly with new legislation and 

other requirements that can lead to penal-
ties and fines, not to mention the negative 
impact on a company’s image. In the past 
few years, the industry has seen a number 
of changes in how pipeline leak and rupture 
detection is being handled. 

Governments worldwide are prioritizing 
the matter, given the impact of pipeline 
releases, including environmental impacts, 
emissions targets and the effect on the public. 
Examples of recent changes include updates 
to the United States’ Pipeline and Hazardous 
Materials Safety Administration (PHMSA) 
regulations and the new Protecting our 
Infrastructure of Pipelines and Enhancing 
Safety (PIPES) Act of 2020, both of which 
are imposing more stringent requirements.  

There are many notable incidents of pipe-
line releases driving regulatory transforma-
tion. For example, due to an unrecognized 
leak, a liquids pipeline operator released 
over a million barrels of product into an 
environmentally sensitive area in 2020.  

In 2019, a natural gas transmission 
line ruptured and an ensuing explosion 
destroyed nearby construction. This release 
was estimated to be over 90,000 cubic feet. 
Fortunately, there was no loss of life with 
either incident, which is often not the case 
with natural gas pipeline releases.  

Accidental hits to pipelines can be cata-
strophic. Two workers were killed and several 
more sustained serious injuries when a back-
hoe struck a pipeline and caused a rupture in 
2019. The bottom line is, with any unexpected 
pipeline release, there are often significant 
human, environmental and economic impacts.  

While leak detection often is consid-
ered during pipeline inspections, consid-
eration should be given to the automation 
of pipeline leak detection. This automation 
technology accelerates the time window in 
which a leak is detected, subsequently mini-
mizing the consequences. 

Pipeline Variations  
Pipelines, for the purpose of leak detec-

tion, can be categorized broadly by geom-
etry, transported product and operational 
philosophy. For example, gas lines can 
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R be operated in either a gaseous phase or a 
dense phase, while liquid lines can be oper-
ated with or without slack conditions. All 
lines may be subject to elevation changes, 
or the geometry may generate complex 
meshed grids. 

Operators also should consider factoring 
in the pipeline location. For example, as sub-
urbs grow, there is encroachment on pipeline 
rights-of-way, which impacts the risk analy-
sis that must be performed in the selection of 
an appropriate leak detection strategy. 

It is important to factor in the pipeline 
parameters when selecting the type of auto-
mated leak detection solution, including the 
instrumentation and communications that 
will be required to ensure the best possible 
results.  

Most pipeline systems will have neces-
sary flow, pressure and temperature mea-
surement installed, as well as a SCADA 
system or distributed control system (DCS) 
available for operational pipeline control. 
An automated pipeline leak detection solu-
tion normally can be integrated into these 
platforms with common data interfaces.  

Detection Methods 
There are many ways to detect leaks on 

a pipeline system. External methods tend to 
be periodic, including flyovers and visual 
inspections. These types of leak detection 
methods are ideally suited to identifying 
small volume leaks that may be released 
from a very small aperture, as in a failing 
O-ring on a valve, before they become a 
much larger issue. 

Internal leak detection, in general, is much 
more automated and offers alarms and alerts 
much closer to real time. There are sev-
eral methods of leak detection that can be 
applied, and the choice of technology can 
be adjusted to suit the needs of a particular Gathering system pipeline geometry.

Typical instrument locations on a pipeline schematic.
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pipeline depending on the system, legisla-
tion, operating philosophy, and budget.  

For the most part, internal leak detection 
methods fall into several categories: mass 
balance methods (mass balance, compen-
sated mass balance and real time transient 
model [RTTM] compensated mass balance), 
statistical methods (statistical, artificial intel-
ligence and machine learning, and pattern 
recognition), negative pressure wave (NPW) 
or monitoring methods (pressure/tempera-
ture, pressure point analysis, etc.) 

The type of leak detection method selected 
will vary depending on performance require-
ments, which often are categorized by the 
sensitivity of the system. This characteriza-
tion is based on the system’s effectiveness 
in several categories: detection (the smallest 
leak that can be detected within a certain 
time frame), reliability (trustworthiness of 
the system), robustness (the ability to con-

tinue operating under changing process con-
ditions) and accuracy (the ability to locate a 
leak once detected as well as automatically 
measure the volume that has been lost). 

When deciding on a leak detection tech-
nology, it is helpful to create a matrix of 
the four primary performance requirements 
of the optimal system to help clarify and 
connect the requirements. Taking this step 
also helps to solidify the budget and imple-
mentation framework that will be required.  

For example, if a very accurate location 
is required, the optimal solution will offer 
RTTM or negative pressure wave methods. 
If detecting very small leaks is critical, it is 
best to choose the RTTM or an appropriate 
statistical method. However, the technology 
to detect and locate very small leaks with the 
highest degree of accuracy via an automated 
leak detection strategy likely can be found 
within an RTTM-based system. 

The installation of a leak detection system 
also requires a level of maintenance and 
upkeep. Pipeline physical properties change 
over time, and those changes need to be prop-
erly tuned into the leak detection system.  

Systems Innovation 
The landscape of automated leak detec-

tion is changing. Availability of new tech-
nology, such as Emerson’s more advanced 
pattern recognition, artificial intelligence 
and machine learning algorithms, which can 
inject self-learning adaptive methods, is pav-
ing the way for greater sensitivity, accuracy, 
and alarm management and attribution.  

External methods also are moving closer 
to real-time detection of anomalies, including 
fiber optics, which has excellent instruction 
detection capabilities, or plume detection solu-
tions for early warning within line of sight.  

Additionally, the software needed to 
automate and alarm as well as attribute 
the alarm for these systems is migrating to 
the cloud. There are many benefits to this 
migration, including enhanced ease-of-use 
and accessibility of these systems.  

A pipeline integrity management pro-
gram that provides ongoing risk analysis 
is another opportunity to further safe-
guard operations. Advanced technolo-
gies such as Emerson’s high-consequence 
area (HCA) analysis and risk-modeling 
software allows users to assess high-
consequence areas as well as model and 
prioritize risk by bringing together data 
from across the organization into a cus-
tomizable risk-modeling environment. 

Conclusion 
As the global economy transforms to lower 

emission energy sources, one thing is clear – 
pipelines will become the backbone of infra-
structure required for energy transportation.  

Supporting our existing, aging pipeline 
systems today and investing in pipelines for 
future growth are part of the path to reduced 
emissions, environmental protection and 
shifting energy demand provisions.  

In fact, some international economies are 
leading the way in hydrogen generation to sup-
port energy grids. With a lower energy density 
than natural gas, more pipeline capacity will be 
required to transport hydrogen to markets, and 
with that reality comes a greater risk of release.  

The expectation is regulations and legis-
lation will continue to be expanded, putting 
greater emphasis on automated leak detec-
tion and why it needs to be an integral part 
of a comprehensive pipeline management 
strategy.  

Matrix of leak detection performance parameters.

Calculation of compensated balance indicating excursion past a threshold.

Volume balance and statistical inference.
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